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Paboyee mecto B SMB MOXeET BbIrMAaeTb Tak

[MbpuagHaa paboyvas cpega — paboTta B odouce v yganeHka

SaaS npunoxxeHus
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Ho 3J1I0YMbIWJITIEHHUK BUOWUT 3TO TaAK

[MbpuagHaa paboyvas cpega — paboTta B odouce v yganeHka

Kpaxa

y4YeTHbIX dkcnnyaTauus ‘ 2
AaHHbIX yazsumocTen B MO . >
Tl

o Email
.' Compromise
anvs .

zoom

Social
Engineering

Kpaxa
Y4YeTHbIX
OaHHbIX + YTeuyka gaHHbIX
- ATaka Ha Lenoy4Ky noctaBokK
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Check Point 3awimwaeT oT Bcex BMOOB aTak

[MbpuagHaa paboyasa cpega — paboTa B odpuce n yganeHka

“’ SaaS npwnomemg‘"
Harmony

Harmony $ -Email&[}ollahnration
Mobile 50 oy S92

‘ ’ Harmony
Endpolnt

Q9

o-
o

CwmapTtdooH/MNnaHwer

—mz220o$m-d2-— o

HoyT6yk
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Infinity Spark — 6e3onacHocTb anga busHeca @-}’@

MB SECURITY SUITE
[TonHaga 6e3onacHOCTb, NpeaHa3HavYeHHasa ans 3aWnTbl Manoro N CPSLHEHE s
Oun3sHeca

Quantum P

Diropbas

Spark”

) Office 365 @ Sharepoint 1

Y T
OneDrive G Suite

5 CTPOUCTB npaBrieHue
NPUIOXXeHUN yerp ynp

2.6 Gbps Threat Prevention
NPOu3BOAUTENBHOCTb, BbICTpOE
nogknioYeHne

99.2% cHWxeHWe KonmyecTBa  3alUMTUTE NOSMb3oBaTeNbCKMe YyCTPOMCTBa OT Decrease MSP operational
OMLLMHIOBBLIX aTak Mo nporpaMmm-BbiMorateneun, ouwmnHra n costs by 50%
ANIEKTPOHHOM MNoyTe BPEOOHOCHbIX (banfoB 1 NPUITOXKEHNN.
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BECKOMIMTPOMNCCHAA BE3OINACHOCTb N3 KOPOBKW

@ ) = & @ LB %’ &4 ®@®

Threat Firewall Identity IPS VPN URL Antivirus Application
Emulation Awareness Filtering Control

ﬁﬂ)
G==2)

&
R
With
FPHEY\?VI:ALLS CYBER SECURITY
IR L MANAGEMENT
% T o
= =T
Anti-Bot HTTPS inspection Remote access
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[Mpeabigywiee nokoneHne Quantum Spark NGFW

spark”

1590 B
660 Mbps 1600
1550 1570 - 1.6 Gbps

1530

450 Mbps 500 Mbps

SMALL BUSINESS ﬁ MEDIUM BUSINESS J
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Quantum Spark 1500 Pro

spark”

1595 ‘
890 Mbps 1600
1575 e 2 Gbps
1555 650 Mbps m
1535 585 Mbps -
= oo
— C— v g

SMALL BUSINESS ﬁ MEDIUM BUSINESS
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Quantum Spark 1500 Pro

[lepBbIN B OTpPACcn W3 C MHTErpnpoBaHHon cuctemom bezonacHoctn ¢ A, 5G n Wi-Fi 6.

a0-WAN

@D “oeaps
# Quantum Eirewall

4x better in
dense environments

Al pered Optimal App ? 900 M b p S

sec:urlty Perfor.mance Threat Prevention

2X

o memmmens e Capacity
......................... : - 4 & User Support

56

Cellular
1Gbps throughput

o
CCCCC
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HoBbIn pyHKuMoHan B Quantum Spark R81.10.05

Ona nokanbHO ynpaBnseMbIX LUSK30B .

 [1ByxdbakTopHasi ayTeHTupurkaumsa yepes SMS 1 arekTpoHHY0 NoYTy Ans
yaarneHHblx nosie3osatenen VPN (nogaepxka no scemy Mumpy)

* [1pocToe pa3BepThbiBaHWE U UCMonb3oBaHMe SSL inspection,

» PacwupeHHas KoHdurypauua knacrtepa yepes WebUI

* [loBbILLEHME NPON3BOANTENBHOCTU C NOMOLLIO ABUMXXKaA Smart Accel
* YTunutbl gnarHoctukm Dr. Spark n Dr.Load

[ J
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HoBbIn pyHKuMoHan B Quantum Spark R81.10.05

Ona domnmnanoB npeanpuaTusa (LeHTpannM3oBaHHO
ynpaBnsieMble Wno3bl)

« SD-Wan
* |oT Protect

[ J
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OOPOXHAA KAPTA SPARK HA 2023 'O

[TnaHnpyembin pyHkumoHan ana R81.10.10

GRE

- BGP IPv6

- OSPFVv3 IPv6

- [Mopgaepxka Jumbo frame
- Google Authenticator 2FA

Copoc naponga in WebUI

- ABTOMaTuM4yeckas 6roknpoBKa 3apa)KeHHbIe XOCTOB

- Paborta ¢ cuctemon moHutopuHra Check Point Skyline

Hactpouka 2FA «Ha nofib3oBaTtena»

- Threat Prevention Bypass npu KpuTu4eckom Harpyske

- [loogepxka Cluster XL B Bridge Mode

- VPN moHuTtopuHr B Quantum Spark Management nopTarne

- SD-WAN anga nokanbHo ynpasnsaemblX L30B8

- loT AnA nokanbHO ynpaBnsiembIX L0308

& cHeck POINT

©2023 Check Point Software Technologies Ltd. 13



MobunbHoe npunoxeHne WatchTower

CraTtyc

The

Internet

Protected
Devices

sy 10

Gateway-ID-7F95E399

Check Point
1550 Appliance

v Security updates

yCTpOiCTBa Y
B peabHOM BPEeMeHM

Local

s |
L]

Network

Q9 3

Malware
Events

([ ]
& cHeck POINT

yBeaomieHue

office-gw

28

ALL
EVENTS

New device detected
Employee-5SE

New device detected

Aviv-iPhone

New device detected
android-44bd012cc4 3f79d6

New device detected
EmployeiPhone6s

Infected host detected
Nirs-iPhoneX

Infected host detected
Nirs-iPhoneX

Statistics

BoccTaHoOBAEeHMe

{  Protected Devices

android-7ab42957b5f99f8b

Unblock

Device Details

Device type: Mobile

Hardware: LG

0s: Android

P address: 192.168.252.52

MAC address:  5C:70:A3:23:08:11D

nterface: office-gw-wireless (wireless)

ast seen: 18:23:51 21 Jun 2018

©2023 Check Point Software Technologies Ltd. 14



MobunbHoe npunoxeHne WatchTower

Ha3Ha4yeHe KOHTAKTOB

PacwmpeHHble BO3MOXKHOCTU ANA
aAMMHUCTPATOPOB

CraTyc obHOBNEHMN

Protected Device

Security updates Administrators

Anti-Virus
g © Update available
Anti-Bot
g ® Up to date
me Galaxy-A50
IPS evice ty Mobile
ﬁ @ Up to date Hardware Unknown

Android

admin
Super Admin

Galaxy-A50 .
jelly
& Block /7 Edit Mobile Admin
Gali

Read-0nly Admin

Ben
Natworking Admin

O NINCIS I ¢

192.168.252.32

0 Next daily update is tomorrow, 1:00 AM

A

Kate Bell
054-8888888

kate.bell@checkpoint.com

Install ZoneAlaraas daisdloice anywhere

[ J
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OT1yeThbl

Consolidated view of
identified threats

Security status for
entire system

([ ]
& cHeck POINT

............................................................................................ =\

283 Malwares 364 Malwares 3 Attacks :
" Found by Anti-Bot Found by Anti-Virus Found by IPS=

Top Bandwidth Consuming Bandwidth Usage by Applications

® High Bandwidth | Top category

47.2GB(28%) Bandwidth
& youtube.com | Top site Total raffic
31.6GB(19%) Bandwidth 170GB
4 youtube.com | Top user Top 5 Apps:
31.6GB(19%) Bandwidth 78.4GB
130GB
Total Received B 53 15% YouTube 4% Facebook
40GB B[] 12% Gmail m 28 4% Kerberos
Total Sent ® 29 119% SSL Protocol  Protocol

=B 549 Qther

7 INFECTED HOSTS 1 5 HIGH RISK APPLICATIONS

=8 Most used high risk applications:
WinMX World, 3proxy.com, eMule,
DroidVPN, more...

5 High\(Critical infected Hosts

4 Infected Servers

Top users of high risk applications:
John A, Tim R, Dan B, Jill F, Beth D, Jeffie M,
more...

7 Recently active infected hosts

--------------------------------------------------------------------------------------------- j

Bandwidth usage

by applications

©2023 Check Point Software Technologies Ltd.
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bbiCcTpoe pa3BepTbiBaHME

Spark”

* [OTOBHOCTb K paboTte 3a 60
CeKyHA

 HeT HeobxognumocTu B
TEXHUYECKOM crneumanucre.
[loaKNHO4YNTb, BKITHOYUTD
NMMTaHNE — N BCE rOTOBO

[ J
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Harmony
Endpoint

Stay secure when out of the office “
Harmony Endpoint & Mobile

Endpoint Security Mobile Threat Defense

1 Reduce the attack surface 1 Block Malicious Applications

2 Prevent zero-days 2 Stop Network-based attacks

3 Block ransomware 3 Real-time Device & OS risk assessment

ANALYZING

\_’ android

RANSOMWARE DETECTED®

Analyzing the infection
This might take a few minutes..

Check Point

[ ]
g CHECK POINT ©2023 Check Point Software Technologies Ltd. 18



Infinity Spark Complete Security Package

Ove vendor for best SMB cyberattacks protection

g

Quantum Spark 1550
Bundled for 10 Users

+ 10 Endpoint Security Licenses
+ 10 Mobile Security Licenses

- 10 Email & Office Licenses

585 Mb/s Max Bandwidth

Network |

([ ]
& cHeck POINT

Quantum Spark 1570
Bundled for 25 Users

+ 25 Endpoint Security Licenses
+ 25 Mobile Security Licenses
- 25 Email & Office Licenses

650 Mb/s Max Bandwidth

Quantum Spark 1590
Bundled for 50 Users

+ 50 Endpoint Security Licenses
+ 50 Mobile Security Licenses
- 50 Email & Office Licenses

890 Mb/s Max Bandwidth

EHHAEH = . on

Quantum Spark 1600
Bundled for 100 Users

- 100 Endpoint Security Licenses
+ 100 Mobile Security Licenses
+ 100 Email & Office Licenses

2Gb/s Max Bandwidth

Laptops & Mobile Devices | Email & Office Apps

©2023 Check Point Software Technologies Ltd.
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Infinity Portal - Quantum Spark Management

;‘ QUANTUM SPARK MANAGEMENT 2 cpalldemo v
-
]
OVERVIEW GEMERAL
oH
Gateways
o)
= ATTACKS TIMELINE
o Medium High | Critical prevented | Detected
2.5
2.0
15
1.0
0.5
0 T T . T T .
Jan 16 06:00 12:00 18:00 Jan17 06:00 12:00
SECURITY EVENTS
X 2
Critical Events Assets at Risk
[ ]
& cHeck PoINT

\m 3

Plans

TOP GATEWAYS BY PLANS

GATEWAY STATUS

M 1500-Branch

A
1

High Risk Apps

04

Connected

4 (100%)

W ; o h

OO0

® CHECK POINT
Andrew Walker-Brown @ Y I

Q0

Disconnected Disabled

TOP GATEWAYS BY FIRMWARES

34 &

Prevented Attacks

W R81.10.00_9960005... 4 (100%)

0

Detected Attacks

©2023 Check Point Software Technologies Ltd.
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Infinity Portal - Quantum Spark Management

“ QUANTUM SPARK MANAGEMENT 2] solid-Lab.Space v ck 0 3 Alexander Kotelnikof

Gateways
Gazhap , =
Sl G Zhel'sii, Pereyjoy Par ENT 3 solid-Lab.space k o, b Alexander Kotelniko
=]
(o] (L5
R Prevented Attacks Detected Attacks Access (Preview)
GATEWAYS
Go
1®
0 v Connected (1 Mnowags Mtlbmlla@ _ Action
” 5. @ + -1 HTTPS
€D |+l Disconnected (0 O A, 3 Fu @A Bs. T W P12 g Inf
= Log Info
& Ploschad llicha Station . tuziasto) cp-15 @& ¥+ w.. cp-15... HTTPS
@ v Disabled / External (0 cT-m. Nnowans MﬂhM\-:.B Butvar Ent © £ ¥ u & A e s - j
var Entuziasto? ! Q4. B, Gu. §a. Bs. 4 + w. 1921. wmg. HITPS  cp-15. HTes Origin:
ulva .
UNITY v Auto fit map to results. Bul'var Entuziastov B Bu‘wvarEntuznastﬂV O a o-15 @u. DA Qs 3 4 W. 1021. wmoO. HTTPS cp-15. HTTPS
jastoV
R yar ENtUZ! Tsentr Gosuslug cp-15 | | cp-15... Unkn...
:20:35 | Auto refresh: | OFf Entuziastov Bul'Y @@R._W Taganskiy O a o Qo O L
Lie -
_ Ploshchad paions ! aranou O A. 5. HA. @A, O s * . cp-15... HTTP
without location) Rogozhskaya 2® a a
- 8 % O A cp-15 % U @A, s 443 * w.. 1921. = 2. HTIPS cp-15... HTTPS Time:
&
o Rimsk:
s}\ rl'_r;lstsgn © A cp-15 ma. Da O s. + .. cp-15... Unkn... Blade:
5 P 5
£ ’DS"’C«‘J% OA. 5. @u. @a. O s. X w.. o153 TP Product Family:
S % oduc y:
& 0 OQa. 5. @u. @a @s. 443 1+ w. HTTPS  cp-15.. HTTPS -
ay, ype:
55.'.@1,;@55 7365,5. M”?b [ cp-15. Su. Da. ©s. 43 + W HTTPS  cp-15. HTTPS
ya St 4 'Y, - -
’%dﬂ o n‘,yew ® A. cp-15 Su. DA ©s. 43 + W. HTTPS  cp-15.. HTTPS + Traffic
% lits,
%) a, QA 5. @u. @A, @s. &8 T W HTTPS o5 HTT?S N
< apg, App Protocol:
7 an, QA B, @u. @A Bs. 4 3 HTTPS - cp-T5.. AL
o
5]
?
by, QA. 5. @u. Pa Bs. 43 *ow HTTES  cp-15. HTTES + Session
g,
o ay, QA. 5. Ma @A @s. 424 ¥, cp-15... HTTPS
o i Creation Time:
. a Q4. of5. @u. @a @s. 443 . cp-15... HTTPS
& ra naya Tserkov' Duration:
m'§ Npagocnaswas Liepkost O A cp-15 Su. DA ©s. 43 * w HTTPS  cp-15.. HTTPS
T Number of conn:
o OA. o5, MmMaA. @A @ 5. 443 P HTTPS  cp-T5.. HTTPS Hmes s
Accept |
: 1 . P \ OA. 5. WA, @A @s. 43 O HTTPS  cp-15.. HTTPS Solic
Jetect ¥  Folcy
p-15 44 " 2 B cp-15.. P
O ® Reeat \ O A, 5 @ s @ 43 & w.. 1921.. ETTPS  cp-1 HTTPS
)8 Lagin I 0.85% OA. 5. #a @a. O s e p-15 Actio
) & Log Out | 0.75% Oa. b, @u. da O s. + W cp-15... HTTRS )
_ » Accounting
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YHUMPUUMpoBaHHOE ynpaBneHue
Infinity MSP_Management for SMBs

P

Email & Collaboration

-y
\ Secunty Operations
THREATCL‘\l_JD )

Horizon Horizon
MDR/MPR  XDR/XPR

&) o
a 2

a Harmony B
Bt Erail & Collaboaton e

B |

—
I
I
| P
1 Mobile & Endpoint
I
I
I
I—’

=
W !.1

Harmony  Harmony
Mobile Endpoint

THE INFINITY PORTAL

@ (uantum
D Sk
SO-WAN

[ ]
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Infinity Portal for MSP
[TonHaa BMONMOCTb TEHAHTOB BCEX KITMEHTOB U UX

NPOAYKTOB

O630p OCHOBHbIX
rnokasareneu
6e3o0nacHOCTU 1 yrpoa3

OnepauymoHHble
BOMPOCHI,
TpebytoLime
BHUMaHWUS

Pa3buBka
KPUTUYECKUX COBbITUM
6e3onacHOCTH o
npoayKTam

[ J
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YnpouweHue onepaunnt MSP ¢ MynbTU-TEHAHTHbLIM
ynpasneHunem B Infinity Portal

| & U7 wewrveorral [TE ome - ). Select your customer © nserncc

RECENT (4) Endpoint | Smart-1 Cloud Infinity Events Moabile
0 INFINITY-VISION : QUANTUM CLOUDGUARD HARMONY
Unified Solution : Secure the Network bam» Secure the Cloud Secure Users & Access
soC i Smart-1 Cloud Posture Connect
Policy i loT Firmware Report Network Endpoint i M
| : anage your
: Workload Mobile emmmm: d . t
Identity Email & Office en pOI nts
Browse
nagement Portal
Pan to current location 0
e T Seatle %
Map — CSTTAN AKOTA Quebec City NEW
~ Ottawa oW Not Encrypted
Minnespolis Montreal
L Toronto T
& Not installed or Unknown
oA Chicago. 1A :
i Auto fit map to resute sahiasecry X 9 9 AsvLvania NewYork
e s [ - / y 0‘ Phiadelphia
; ' United States Indiarapols Columbus WARYLAND, " TING SYSTEM
ole os. Louis : e o
ashington
Custom Image: Q .
SanJose VRl B
A Las Vegas Nashville indows Server 2012 R2 Standard Serve... 4 (14%)
Albuguerque pHoMA t 3
B s L S i KAN 1 Ch.!vlo"? indows 10.0 Education Edition 1(4%)
o % 2 ' GEORGIA (e indows 10.0 Professional Edition 1 (4%)
Tucson R
Augin | Lovisana Jacksonvile 2c0s 1 (4%)
ki S 2
oTampa W
Miami
A MWatre, = +
* TAMAULIPA s
Mexico Havana =
v - v > Kgyboard shormcuts  Map dana 82021 Google INEGI  Terma of Use.

[ J
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Pay-As-You-Go ans 6esonacHoctn SMB

Grow or remove
users at any time

NO minimum
order

Managed everything from
Check Point Infinity Portal

ACCOUNT SETTINGS ADMINISTRATORS SERVICES & CONTRACTS USAGE

Optica This month - E), License Report &* Export o

Service name Package Avg. monthly usage Yearly contracts Monthly PAYG

W Harmony Mobile 100 Devices 200

# CloudGuard Network 50 devices - 50

W Harmony Endpoint - 355 users 325 30
 Harmony Endpoint BASIC 300 users 300

Harmony Endpoint ADVANCED 55 users 25 30

[ ]
0 CHECK POINT ©2023 Check Point Software Technologies Ltd. 25



MSP: bbiCcTpbIV CcTapT

$O Un||m|ted 6OSec

CTomMoCTb agantauum ¢

1OITHOCTBIO O6nayHoe ynpasneHme 3anyck y knueHTa
aBTOMaTM3VMPOBAHHO NPEAOCTaBNACTCA Kak Kactomm1snposaHHasi
pervctpauyeii, noptanom Saas (MHBecTMumMmM B npotuneka
CaMOoOBCMYyXUBaAHUSA 1 I/IHCbpacgpyKTypy He
OTYETHOCTbIO TpebytoTcs)

2 onepaunoHHbIX coTpyaHuka ynpasnaoT 30000 knueHTamMu

[ ]
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White labeling: wno3, otyeTbl, Mobile App

‘ Sunrise

[ ]
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Automated Reporting

7 5 APPLIANCE
REPORT

sandstast | O Check Paint”

BOFTWARE TECHUOLOGIES LTD.

Demo report | April 5th, 2013 10:24pm / April 17th, 2013 12:11pm

Anti-Bot Anti-Virus
283 Malwares 364 Malwares

Top Bandwidth Consuming

% High Bandwidth | Top category
43GB(25.3%) Bandwidth

& youtube.com | Top site
31.7GB(18.7%) Bandwidth

1 John A | Top user
27.1GB(15.9%) Bandwidth

130GB
Total Received

40GB
Total Sent

7 INFECTED HOSTS

5 High/Critical infected Hosts
4 Possibly/Infected Servers

7 Recently active infected hosts

we IPS Threat Emulation
# 3Inddents 0 Malicious files
1000 Files scanned

Bandwidth Usage by Applications

Total traffic:

170GB

Top 5 Apps:
83.5GB
m % 17% YouTube I3 4% Facebook
B[] 13% Gmail ) 4% Wikipedia
=8 11% SSL Protocol =8 51% Other

1 5 HIGH RISK APPLICATIONS

58 Most used high risk applications:
WinMX World, eMule, 3proxy.com,
DroidVPN, more...

X Top users of high risk applications:
John A, Tim R, Dan B, Jill F, Beth D, Jeffie M,
more...

°
& cHeckpoINT

White labeling: wnto3s, otyeTbl, Mobile App

Mobile App

Gateway-ID-7F95E399

The
Internet

Local
Network

Check Point

1550 Appliance

=

3

Protected
Devices

Security updates

@ 10

Malware
Events




CheckMe

] Check Point

IS SOFTWARE TECHNOLOGIES LTD.

)

I_H
. e

Network

[ ]
& cHeckpoINT

PRODUCTS / SOLUTIONS SUPPORT / SERVICES PARTNERS COMPANY

CheckMe 5£N

ARE YOU PROTECTED?

ChackMz runs a series of simulations thfi 18st if your existing security

teckinologies can block standard and advagged attacks

~ LT

INFINITY

Select Simulati get(s):
\1}/ Zero Day Vulnerabilities @ Data Leakage

N

- D .

Endpoint Cloud Mobile

| 9 | Bot I nfe ct I o n SQequnres downloading & running an *Requires available infrastructure *Requires app download

executable with internet connectivity

More More More

http://www.cpcheckme.com/checkme/ sk115236



http://www.cpcheckme.com/checkme/
https://supportcenter.checkpoint.com/supportcenter/portal?eventSubmit_doGoviewsolutiondetails=&solutionid=sk115236&partition=General&product=Other%22

Check Point Security CheckUP — MHCTpyMeHT npogax,
cnocob nokasaTb KINMEHTY COCTOsAHME Be30MnacHOCTH

ceTu
BbissBNeHne pucKoB, YyrpoKatoLuxX KOMMaHUK

> AHa/IN3 BCEro CreKkTpa PMCKOB U yrpo3 6e30nacHoCTM cetu
> MoApOobHbI OTYET C aHaIM30M OOHapPYHKEHHbIX Yrpos3

> PekomeHaauUMm No 3alumTe ceTn OT PUCKOB
/g §- " OBCINENOBAHVE PEA/BHOM CETY
. . L HVKAKOrO PMCKA nfl CETW:
= paboTa TonbKO C Konuel Tpaduka

OnTnmanbHbIM CPOK Ans npoxoxaeHuns Security CheckUP — 1-2 Hegoenu

sk112732

[ ]
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https://supportcenter.checkpoint.com/supportcenter/portal?eventSubmit_doGoviewsolutiondetails=&solutionid=sk112732&partition=Advanced&product=SmartEvent

OTpacns
Pazmep KoMnaHum
CrpaHa

© Check Point Software Technologies Ltd. All rights reserved.
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SECURITY CHECKU

THREAT ANALYSIS REPORT

OaTta

MoaroTosneHo
onsa

Kem
noAroTOBNEHO

MpopomKUTENEHOC T aHann3a
AHanws ceTu

Tpadwmk np

Bepcwa wnio3a 6ezonacHocTy
YcTpoiicTeo 6e3onacHocTh

Classification: [Restricted] ONLY for designat:

NTOI OBbIE PE3YJIbTAThI

https://pages.checkpoint.com/security-checkup.html

SECURITY CHECKQP

Cnepytowwii oT4eT Security Checkup
npenocTaBnAeT pPe3ynbTaTsl OLEHKW
6e3onacHoCTK, NpOBEAEHHON B BalLEN
ceTu. [laHHblA OT4eT yKasbiBaeT
MecTa, FAe Balla 0praHu3aLmns MoxeT
BbiTb noaBepxeHa yrposam
6e3onacHOCTW, a TakKe npeanaraeT
peKOMEHAALWM N0 PEearvpoBaHvio Ha
[@HHbIE PUCKK.

Ona oueHkn pucka Tpadwk Obin
nposepeH  Check Point ans
obHapyxeHwa paga yrpos
6e30nacHOCTH, BKIIYAR: 3apakeHne
BpefoHocHsM 10, uCnonb3oBaHue
Beb NPUNO XK EeHWH BLICOKOU
cTeneHn pucna, NONbITKK BTOp}KeHIﬂﬂ,
YTEYKa BaXHbIX OaHHBIX U T.M.

=iy 49

& NOTeHUWanbHbIX
YyTe4eK OaHHbIX

7

Karerop WA faHHBIX

Ortobpaxaer WHGOPMa LMo,
OMpaBNedHyn 3a  nNpenensl  CETH
KOMMaHWuK unu HEaBTOPU30BaHHbIM

COTPYAHWKAM BHYTDU KOMNaHWM.

WHTepHeT goctyn BbICOKOW CTeneHu pucka

onacHblx Be6-
NpUNOXeHNiA

A 2:2GB

MoTeHUmWanbHbIE PUCKK: OTKpbITUe Geknopos
B Bally CETb, COKPbITME MONb30BaTENbCKOA
AKTMBHOCTW, BO3SMOXKHOCTL YTEMKM [@HHbIX
WNW 38paeHinn BpenoHocHbiM M0,

onacHble B36-canThbl

m 0 hits

MNoTeHUManbHble PUCKK:  (MOOBEPKEHHOCTL
ceTh K WHTepHeT yrposaM W 3apaeHuio
BpefoHocHbiM 0. Mpumeps:  CMAM,
3apaxeHHble M (MLKMHoBbIe CalThl.

0

O6nayHble
NpUN0KEHUs

A o8

PACK YTeMKM [JaHHBIX W Hapyledue
COOTBETCTBMA TpebOBaHWAM perynsaTopoB W
CTaHfapTos GesonacHocTu. MpumepsI:
Dropbox, Google Drive, OneDrive.

3apaXeHHblx 60T amu
KOMMbIOTEPOB

ﬁ\ 19

* C&C - KOMaHOHbLIA LieHTp yNpaBneHdus.
ECnu MCnonb3yeTcs Npokcn-cepsep, To Yuaio
3apaMeHHblX KOMNbIOTEPOB Ha [Aene MoXer
6biTs Gonblue

communications
with C&C* sites

14 M3BECT HbIX BUPYCOB,
3aLPYKEHHbIX

3 8 NoMb30BaTeNsAMY

1 4 HOBbIX BUPYCOB ##

3arpyxeHo #
HoBan MomMdwKauwa speasoHocHoro MO - 3To
aTakaQ 000 000 00ODOOOOOOOO 0OO
HEN3BECTHOM eue  gna aHTUBUpYCa
CUrHaTYpoiA.

18

NOMbITOK UCNONL30BAT b
YHUK@NbHbIE NMPOrpaMMHLIe
YA3BUMOCT M

OtmobpaaeT noTeHUWanbHbIe aTaku Ha
KOMMBIOTEPL! B BaLLEA CETH.
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https://pages.checkpoint.com/security-checkup.html
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Check Point

Ctartb napTHépoM ¢ SMB cneunanusaumen:
https://www.checkpoint.com/partners/

channel/

[MponTtn Haw 6ecnnaTtHbin SMB-Jump
Start and Harmony Endpoint kypc:

Partner Training

[ToceTuTb CTpaHULY NPOAYKTOB
SMB



https://www.checkpoint.com/partners/channel/
https://www.checkpoint.com/partners/channel/
https://www.checkpoint.com/quantum/next-generation-firewall/small-business-firewall/#specs
https://checkpointpartners.litmoseu.com/home/dashboard
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& CHECK POINT

Cnacuoo!

KotenbHnkoB AnekcaHgp | Security Engineer
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